
 

 

 



 



 



 



 

 



COURSE OBJECTIVES 

 To understand the mathematical fundamentals that is prerequisites for a variety of courses 

like Data mining, Network protocols, analysis of Web traffic, Computer security, 

Software engineering, Computer architecture, operating systems, distributed systems, 

Bioinformatics, Machine learning. 

 To develop the understanding of the mathematical and logical basis to many modern 

 techniques in information technology like machine learning, programming language 

 design, and concurrency. 

 To study various sampling and classification problems 

 

COURSE OUTCOMES 

After completion of course, students would be able to: 

 To understand the basic notions of discrete and continuous probability. 

 To understand the methods of statistical inference, and the role that sampling 

distributions play in those methods. 

 To be able to perform correct and meaningful statistical analyses of simple to moderate 

complexity. 



 



 

 

 

Course Objectives 

 

• To understand the need of network and cyber security 

• To understand the need and working of cryptography. 

• To understand how network threats materialize into attacks.  

• To understand the tools for threats, attacks, exploits. 

 

 

Course Outcomes 

 

After completion of course, students would be able to: 

• Analyze the vulnerabilities in the network. 

• Identify the security issues in networks 

• Working of various tools for attacks and defence 
 



 

 

 



Course Objectives 

 

• Introduce computer simulation technologies and techniques, provides the foundations for the 

student to understand computer simulation needs, and to implement and test a variety of 

simulation and data analysis libraries and programs. This course focuses what is needed to build 

simulation software environments, and not just building simulations using pre-existing 

packages.  

• Introduce concepts of modelling layers of society's critical infrastructure networks. 

• Build tools to view and control simulations and their results. 

 

 

Course Outcomes 

 

After completion of course, students would be able to: 

• Understand the meaning of modeling and simulation. 
• Know what is GPSS model and understand different statistical tests for measuring quality of 

generators 

• Understand the concept of random numbers and the method to generate random numbers 

• Understand random processes and different queuing models 

• Network simulation tools. 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

Course Objectives 

• Architect sensor networks for various application setups. 

• Devise appropriate data dissemination protocols and model links cost. 

• Understanding of the fundamental concepts of wireless sensor networks and have a basic 

knowledge of the various protocols at various layers. 

• Evaluate the performance of sensor networks and identify bottlenecks 

 

Course Outcomes 

After completion of course, students would be able to: 

• Describe and explain radio standards and communication protocols for wireless sensor 

networks. 

• Explain the function of the node architecture and use of sensors for various applications. 

• Be familiar with architectures, functions and performance of wireless sensor 

networks systems and platforms. 



 

Course Objectives 

• Understand the Big Data Platform and its Use cases  

• Provide an overview of Apache Hadoop  

• Provide HDFS Concepts and Interfacing with HDFS  

• Understand Map Reduce Jobs  

• Apply analytics on Structured, Unstructured Data.  

• Exposure to Data Analytics with R. 

Course Outcomes 

After completion of course, students would be able to: 

• Understand what Big Data is and why classical data analysis techniques are no longer adequate 

• Understand the benefits that Big Data can offer to businesses and organizations 

• Understand conceptually how Big Data is stored 

• Understand how Big Data can be analyzed to extract knowledge 



 



 

Course Objectives 

• To introduce the students with the basic features in distributed operating systems. 

• To make the students understand the necessary message and Stream-Oriented communication. 

• To familiarize students with advanced paradigms associated with code migration and 

scheduling in various operating systems. 

• To provide a platform for students to understand and develop hands-on knowledge of advanced 

operating systems. 

Course Outcomes 

After completion of course, students would be able to: 

• Have strong hands-on grasp of operating systems at the level of distributed operating system 

• Analyze the security parameters in case of distributed systems.  

• Implement a real/simulated operating system  
 
 



 

COURSE OBJECTIVES 

• Understand research problem formulation.  

• Analyze research related information.  

• Follow research ethics.  

• Understand that today’s world is controlled by Computer, Information Technology, but tomorrow 

world will be ruled by ideas, concept, and creativity.  

• Understanding that when IPR would take such important place in growth of individuals & nation, it is 

needless to emphasis the need of information about Intellectual Property Right to be promoted among 

students in general & engineering in particular.  

• Understand that IPR protection provides an incentive to inventors for further research work and 

investment in R & D, which leads to creation of new and better products, and in turn brings about, 

economic growth and social benefits. 



 

 

Course Objective 

The significance of digital image processing is threefold; to enhance the appearance of a digital 

image to a human observer by applying specific operations, to extract from image quantitative and 

summarized information that is not readily apparent to the human eyes, and to standardize 

an image in photometric or geometric terms.  

 

Course Outcomes 

 

Upon successful completion of this course, candidates will be able to:  

• Analyze general terminology of digital image processing.  

• Examine various types of images, intensity transformations and spatial filtering.  

• Develop Fourier transform for image processing in frequency domain.  

• Evaluate the methodologies for image segmentation, restoration etc.  

• Implement image process and analysis algorithms.  



 



Course Objective 

Cloud Computing is a large-scale distributed computing paradigm that has become a driving force 

for information technology over the past several years. The exponential growth of data size in 

scientific instrumentation/simulation and social media has triggered the wider use of cloud 

computing services. This course covers topics and technologies related to Cloud Computing, 

different architectural models of cloud computing, the concepts of virtualization and cloud 

orchestration. Advanced cloud programming paradigms such as Hadoop’s Map Reduce are also 

included in the course. 

 

Course Outcomes 

Upon successful completion of this course, candidates will be able to:  

• Understand cloud computing models, namely, infrastructure as a service (IaaS), platform as 

a service (PaaS), and software as a service (SaaS). 

• Understand security implications in cloud computing. 

• Analyse the operation, implementation and performance of cloud computing systems, and 

the relative merits and suitability of each for complex data-intensive applications. 

• Understand the underlying principle of cloud virtualization and  cloud storage. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 
 

 

 



Course Objectives 

 

• A broad and deep knowledge of contemporary computer architecture issues and techniques. 

• Knowledge of advanced hardware-based techniques for exploiting instruction level parallelism. 

• Knowledge of various architectures and techniques used for building high performance scalable 

multithreaded and multiprocessor systems. 

 

Course Outcomes 

 

After completion of course, students would be able to: 

• Describe the principles of computer design. 

• Classify instruction set architectures. 

• Describe the operation of performance enhancements such as pipelines, dynamic scheduling, 

branch prediction, caches, and vector processors. 

• Account and argue for the design and programming of multiprocessor systems and shared 

memory, especially taking coherence and memory modules into account. 

• Describe the operation of virtual memory. 

• Describe modern architectures such as RISC, Super Scalar, VLIW (very large instruction word), 

multi-core and multi-CPU systems. 

• Compare the performance of different architectures 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 



Course Objectives 

 

• Introduce computer simulation technologies and techniques, provides the foundations for the 

student to understand computer simulation needs, and to implement and test a variety of 

simulation and data analysis libraries and programs. This course focuses what is needed to build 

simulation software environments, and not just building simulations using pre-existing 

packages.  

• Introduce concepts of modelling layers of society's critical infrastructure networks. 

• Build tools to view and control simulations and their results. 

 

 

Course Outcomes 

 

After completion of course, students would be able to: 

• Understand the meaning of modeling and simulation. 
• Know what is GPSS model and understand different statistical tests for measuring quality of 

generators 

• Understand the concept of random numbers and the method to generate random numbers 

• Understand random processes and different queuing models 

• Network simulation tools. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 
 



Course Objectives 

 

• To provide an introduction to the basic principles, techniques, and applications of soft 

computing. 

• The student should be able to choose appropriate soft computing technique and use it to solve 

a specific problem. 

• Students should be able to understand the necessary mathematical abstraction to solve 

problems. 

• Upon successful completion of the course, students will have an understanding of the basic 

areas of Soft Computing including Artificial Neural Networks, Fuzzy Logic and Genetic 

Algorithms 

• Student should be able to come up with analysis of efficiency. 

 

 

Course Outcomes 

 

After completion of course, students would be able to learn: 

• Identify and describe soft computing techniques and their roles in building intelligent 

machines 

• Apply genetic algorithms to combinatorial optimization problems. 

• Evaluate and compare solutions by various soft computing approaches for a given problem. 

• Apply fuzzy logic and reasoning to handle uncertainty and solve various engineering 

problems. 

 

 

 



 
 

 



Course Objectives 

 

• To learn the concept of how to learn patterns and concepts from data without being explicitly 

programmed in various IOT nodes. 

• To design and analyse various machine learning algorithms and techniques with a modern 

outlook focusing on recent advances. 

• Explore supervised and unsupervised learning paradigms of machine learning. 

• To explore Deep learning technique and various feature extraction strategies. 

 

 

Course Outcomes 

 

After completion of course, students would be able to: 

• Extract features that can be used for a particular machine learning approach in various IOT 

applications. 

• To compare and contrast pros and cons of various machine learning techniques and to get an 

insight of when to apply a particular machine learning approach. 

• To mathematically analyse various machine learning approaches and paradigms. 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 



Course Objectives: 

• Able to understand the application areas of IOT. 

• Able to realize the revolution of Internet in Mobile Devices, Cloud & Sensor Networks. 

• Able to understand building blocks of Internet of Things and characteristics. 

 

 

Course Outcomes: 

On completion of the course the student should be able to 

• Understand the vision of IoT from a global context. 

• Analyze various protocols for IoT. 

• Determine the Market perspective of IoT 

• Use of Devices, Gateways and Data Management in IoT. 

• Application of IoT in Industrial and Commercial Building Automation and Real World Design 

Constraints. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 
 

 



Course Objectives 

 

• To study fundamental concepts in software testing, including software testing 

objectives, process, criteria, strategies, and methods.  

• To discuss various software testing issues and solutions in software unit test; 

integration, regression, and system testing.  

• To learn the process of improve the quality of software work products.  

• To gain the techniques and skills on how to use modern software testing tools to 

support software testing projects.  

• To expose Software Process Improvement and Reengineering 
 

 

Course Outcomes 

 

After completion of course, students would be able to: 

• Be able to design analyze, implement, test and deliver real-world software systems 

• Be able to design software engineering processes appropriate to a specific problem or set 

of non-functional requirements 

• Be able to research, understand and apply cutting edge computing technology to the 

solution of complex problems in software engineering 

• Be able to work with external stakeholders to develop quality requirements specifications 

• Be able to effectively manage large teams utilizing a variety of software engineering 

processes 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 
 

 

 



Course Objectives 

 

• To understand the basic concepts and terminology related to DBMS and Relational Database 

Design 

• To the design and implement Distributed Databases. 

• To understand advanced DBMS techniques to construct tables and write effective queries, forms, 

and reports 

 
 

Course Outcomes 

 

Upon successful completion of this course, candidates will be able to demonstrate their 

competence in, and their ability to:  

• Exposure for students to write complex queries including full outer joins, self-join, sub queries, 

and set theoretic queries. 

• Knowhow of the file organization, Query Optimization, Transaction management, and database 

administration techniques 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 
 

 

 



Course Objective 

 

Computation becomes crucially important in situations like the problem at hand cannot be solved 

by customary experimental or theoretical means e.g. attempt to predict climate change. The 

traditional programming languages are not able to deal with complex problems that involve 

specialised computations on specific formats of data. The modern programming languages such 

as Python or matrix laboratory are significant to code a complicated algorithm in an efficient 

manner.   

 

 

Course Outcomes 

Upon successful completion of this course, candidates will be able to:  

• Write scientific programs to implement advanced algorithms. 

• Build  the GUI applications using MATLAB. 

• write a scientific paper in well-structured formats of standard Journals. 

• Students will be able to use scientific tools to simulate their algorithms/ techniques. 

• Plot scientific graphs and draw effective diagrams using typical tools.  
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



COURSE TITLE: Cyber Security   

COURSE No.: MTC301 

Credits: 4                                                

Semester: III 

 

Course Objectives 

 

• To understand the need of network and cyber security 

• To understand the need and working of cryptography. 

• To understand how network threats materialize into attacks.  

• To understand the tools for threats, attacks, exploits. 

 

Course Outcomes 

 

After completion of course, students would be able to: 

• Analyze the vulnerabilities in the network. 

• Identify the security issues in networks 

• Working of various tools for attacks and defence 
 

Course Outlines 

Contents No of 

Lectures 

Unit-I 

Introduction: Information Security, OSI security architecture, Threats, 

Vulnerabilities, Attacks-active and passive attacks, malware and its types, 

obfuscation and mutations in malware, rootkits, zero day vulnerabilities, 

Hacking and its types, ethical hacking process. 
 

10 

Unit-II 

Cryptography: Cryptographic principles, Classical encryption techniques, cipher 

types, Symmetric Key Cryptography: DES, AES, Cipher modes. Asymmetric 

key Cryptography: RSA, Diffie-Hallman 

Introduction to Hash Functions. 

 

10 

Unit-III 

Cybercrimes: Introduction, classification of cybercrimes, types of 

cybercriminals,3P’s in cybercrime-phishing, pharming and phoraging, 

cyberstalking; internet bots, botnet attacks and defence, network reconnaissance, 

attack vectors ,advanced persistent threat(APT) 

10 

Unit-IV 10 



Tools and Techniques: Introduction, Proxy servers, Anonymizers, Keyloggers, 

Steganography, DoS, DDoS, SQL Injections, Buffer overflow, Attacks on 

wireless Networks,  

Web based attacks-web service protection, HTTP response splitting attacks, 

database defensive measures 

Unit-V 

Cyber Threats and defense: Firewalls and its types, Intrusion Detection System 

(IDS) Intrusion Prevention System (IPS), Virtual Private Networks (VPN) and 

Access Control, Domain Name system protection-Cache poisoning attack, 

Honeypots and its working, analysing honeypot data.  

 

10 

 

Course Outcomes 

After completion of course, students would be able to: 

• Analyze the vulnerabilities in the network. 

• Identify the security issues in networks 

• Working of various tools for attacks and defence 

  

Text/Reference Books 

1. Behrouz A. Forouzan, “Cryptography and Network Security”, Tata McGraw-Hill 

2. William Stalling, “Network Security Essentials”,Pearsons 

3. Tannenbaum, “ Computer Networks”,Pearsons 

4. Cyber Security, Nina Godbole ,SunitBelapure ,Wiley India. 

5. Introduction to Computer Networks And Cyber Security, Ist Edition ,Chwan-Hwa(John) Wu 

(Author),J.David Irwin. 

  



 



Course Objective 

 

• To discuss and compare different methods for pattern recognition along with their strengths 

and weaknesses 

• To expose parametric and linear models for classification 

• To make the students understand pattern recognition theories such as Bayes classifier, HMM, 

etc. 

• To learn the various Statistical, Syntactical and Neural Pattern recognition techniques. 

• To learn how to use pattern recognition for biometrics system. 

 

 

Course Outcomes 

 

At the end of this course, students will be able to:  

 

• Identify and describe existing pattern recognition approaches for different human interaction 

modalities (voice, gesture, etc.) 

• Evaluate and select the best approach for the recognition and identification of various patterns. 

• Compare and identify the best technological solution for designing and implementing a 

complete recognition system based on pattern matching approach 

• Identify a set of business use-‐cases using pattern based technology and discuss related 

advantage and drawbacks 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 
 

 

 

 



COURSE TITLE: Digital Forensics  

COURSE No.: MTE302 

Credits: 2                                               

Semester: III 

 

 

Course Objective 

 

• Provides an in-depth study of the rapidly changing and fascinating field of computer 

forensics. 

• Combines both the technical expertise and the knowledge required to investigate, detect and 

prevent digital crimes. 

• Knowledge on digital forensics legislations, digital crime, forensics processes and 

procedures, data acquisition and validation, e-discovery tools 

• E-evidence collection and preservation, investigating operating systems and file systems, 

network forensics, art of steganography and mobile device forensics 

 

 

Course Outcomes 

 

After completion of course, students would be able to: 

 

• Utilize a systematic approach to computer investigations.  

• Utilize various forensic tools to collect digital evidence.  

• Understand the core concepts related to malware, hardware and software vulnerabilities and 

their causes 

• Understand ethics behind hacking and vulnerability disclosure 

• Appreciate the Cyber Laws and impact of hacking 

• perform digital forensics analysis upon Windows, MAC and LINUX operating systems 
 

Course Outlines 

Contents No of 

Lectures 

Unit-I 

Introduction to Digital Forensics, Forensic Software and Hardware, Analysis and 

Advanced Tools, Forensic Technology and Practices, Forensic Ballistics and 

Photography, Face, Iris and Fingerprint Recognition, Audio Video Analysis, 

Windows System Forensics, Linux System Forensics, Network Forensics. 

10 

Unit-II 

Overview of Cyber Crime, Nature and Scope of Cyber Crime, Types of Cyber 

Crime: Social Engineering, Categories of Cyber Crime, Property Cyber Crime. 

10 



Unauthorized Access to Computers, Computer Intrusions, Digital laws and 

legislation, Law Enforcement Roles and Responses. 

Unit-III 

Introduction to Cyber Crime Investigation, Investigation Tools, eDiscovery, 

Digital Evidence Collection, Evidence Preservation, E-Mail Investigation, E-Mail 

Tracking, IP Tracking, E-Mail Recovery, Hands on Case Studies. Encryption and 

Decryption Methods, Search and Seizure of Computers, Recovering Deleted 

Evidences, Password Cracking. 

Prepare a case, Begin an investigation, Understand computer forensics 

workstations and software, Conduct an investigation, Complete a case, Critique a 

case 

10 

Unit-IV 

Forensics analysis- validating forensics data, data hiding techniques. Forensics 

auditing – step-by-step, how-to process for securing, investigating, and auditing or 

assessing various IT environments. 

10 

Unit-V 

Network Forensics: open-source security tools for network forensic analysis, 

requirements for preservation of network data. 

Mobile Forensics: mobile forensics techniques, mobile forensics tools. 

10 

 

 

Text/Reference Books 

1. Shon Harris, Allen Harper, Chris Eagle and Jonathan Ness, Gray Hat Hacking: The Ethical 

Hackers' Handbook, TMH Edition 

2. Jon Erickson, Hacking: The Art of Exploitation, SPD 

3. Nelson Phillips and Enfinger Steuart, “Computer Forensics and Investigations”, Cengage 

Learning, New Delhi, 2009. 

4. Kevin Mandia, Chris Prosise, Matt Pepe, “Incident Response and Computer Forensics”, Tata 

McGraw -Hill, New Delhi, 2006. 

5. Robert M Slade, “Software Forensics”, Tata McGraw - Hill, New Delhi, 2005. 

6. Bernadette H Schell, Clemens Martin, “Cybercrime”, ABC – CLIO Inc, California, 2004. 

7. 5. Nelson, B, Phillips, A, Enfinger, F, Stuart, C, “Guide to Computer Forensics and 

Investigations”, 2nd Ed, Thomson Course Technology, 2006. 

  



COURSE TITLE: Data Mining Techniques  

COURSE No.: MTE303 

Credits: 2                                               

Semester: III 

 

 

Course Objective 

 

• To introduce Data Warehousing and Mining techniques. 

• To give detailed application of data mining in web mining, pattern matching and cluster 

analysis. 

 

 

Course Outcomes 

 

After completion of the course, students will be able to:  

 

• Study different sequential pattern algorithms 

• Study the techniques to extract the patterns from the time series data and its application in 

real world. 

 

Course Outlines 

Contents No of Lectures 

Unit-I 

Introduction to Data Warehousing :Data mining, data mining versus knowledge 

discovery in databases, basic data mining tasks, process of data mining (CRISP-

DM), data mining issues, data mining techniques for analysis 

10 

Unit-II 

Statistical based: Logistic Regression, Bayes classification,Distance based, Simple 

approach, K Nearest Neighbour, Decision tree Induction, Rule based 

Classification, Support Vector Machine. 

Case Study: Prediction of Diabetes using Classification Algorithm.  

10 

Unit-III 

Clustering: K means Clustering, Agglomerative Hierarchial Clustering, Partitional 

Algorithms, Squared- Error Clustering, K means Clustering, Anomaly or Outlier 

Detection, Association Rules, Apriori Algorithm 

10 

Unit-IV 

Introduction, Working of Predictive analytics, Models: Predictive and Descriptive, 

Stages of Predictive Analysis, Data Collection, Data Analysis, Statistics, 

Modelling, Deployment and Monitoring, Graph Mining. 

10 

Unit-V 10 



Recent trends in Data Mining: Web Mining, Temporal Mining/Spatial Mining, 

Distributed Data mining, Oracle Data mining, Data mining in Bio Informatics, 

Data mining as a service (DMaaS) 

 

 

 

Text/Reference Books 

1. Jiawei Han and M Kamber, Data Mining Concepts and Techniques, Second Edition, Elsevier 

Publication, 2011.  

2. Vipin Kumar, Introduction to Data Mining - Pang-Ning Tan, Michael Steinbach, Addison 

Wesley, 2006.  

3. Parteek Bhatia, Data Mining and Data Warehousing: Principles and Practical Techniques., 

Cambridge , 2019. 

 

 

  



COURSE TITLE: Advanced Web Technologies   

COURSE No.: MTE304 

Credits: 2                                               

Semester: III 

 

Course Objectives 

 

• To provide an insight to WWW, Servlets. 

• Understand how to apply a framework to help identify strategic uses of Internet. 

• Compare the fundamental types of web technologies and how they can be used to provide real 

business benefit. 

• Upon successful completion of the course, students will have an understanding of the web 

services, java server pages, .NET framework. 

 

 

Course Outcomes 

 

After completion of course, students would be able to: 

• Define the fundamental ideas and standards underlying Web Service Technology. 

• Work with .NET framework ASP.NET. 

• Understand and use the basics of the XML based technologies. 

• Understand and define and utilize the Web Services. 

 

Course Outlines 

Contents No of 

Lectures 

Unit-I 

Introduction: The World Wide Web, WWW Architecture, Web Search Engine, 

Web Crawling, Web Indexing, Web Searching, Search Engine Optimization 

and Limitations, Introduction to the Semantic Web 
 

10 

Unit-II 

Introduction to Servlets, Servlet Life Cycle, Servlet Classes, Servlet, Servlet 

Request, Servlet Response, Servlet Context, Threading Models, Http Sessions  

10 

Unit-III 

Java server pages : JSP Development Model ,Components of JSP page , Request 

Dispatching , Session and Thread Management 

10 

Unit-IV 10 



Introduction to Web Services: Software as a Service, Web Service 

Architectures, SOA(Service Oriented Architecture), XML Syntax, DTDs and 

XML Schema, XPath, XSLT, Sax and DOM 
 

Unit-V 

Introduction to .NET Framework : Evolution of .NET, Comparison of Java and 

.NET, Architecture of .NET Framework, Common Language Runtime, Common 

Type System, Meta Data, Assemblies, Application Domains, CFL, Features of 

.NET, Advantages and Applications. Web applications in ASP.NET: ASP.NET 

Coding Modules, ASP.NET Page directives, Page Events and Page Life Cycle, 

Post Back and Cross Page Posting, ASP.NET Application Compilation Models, 

ASP.Net, Server Controls, HTML Controls, Validation Controls, Building 

Databases. 

10 

 

Text/Reference Books 

1. ASP.NET: The Complete Reference Book, Matthew Macdonald, McGraw Hill education. 

2. Web Technology & Design, C.Xavier, New Age International Publication, Delhi. 

3. Web Technology: A Developer's Perspective, N.P. Gopalan and J. Akilandeswari, PHI 

Learning, Delhi, 2013.  

4. Papazoglou, Web Services: Principles and Technology (2nd edition); ISBN: 978-0-273-73216-

7, Prentice Hall, 2012. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 


